The effect of a corrupt program on virtualized P4 programs
in HyperVDP

%
TUDelft

1. Background

« Virtualization of the 3. Methodology 5. Conclusions
programmable data-plane : :
e : . « Simulate virtual test network « Recommended to
« Difficulties of virtualizing P4 [1] : i . : :
: : using mininet with investigate further
« Compiler based vs hypervisor ) )
based approaches HyperVDP « Time constraints
. High-Performance » Populate match-action tables » HyperVDP provides
Virtualization of the « Look for vulnerabilities using flexible virtualization of
sca multiple P4 programs
Programmable Data Plane [2] Py P Prog
2. Research question 4. Results References
« Can a malicious P4 program - Stable HyperVDP framework Rextord, . Sohlesinge, . Talayco, A vahdat, G, Varghess, and
. D. Walker. 2014. P4: programming protocol-independent packet
corrupt behaviour of another created [3] proessors SIGCOMI Compt o e 34,5 (0 201
P4 program when running * No significant vulnerability Periormanes Vinualzaton of he Programmable Data Plane. i
alongside each other? found for now Dp. 556505, March 2019, dor. 10.1109/ISAC 2010.3604306.
[3] https://github.com/2016Ruben/HyperV

Ruben Couwenberg CSE 3000 Professor: Fernando Kuipers

r.c.couwenberg@student.tudelft.nl Research Project Supervisor: Chenxing Ji



