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The effect of a corrupt program on virtualized P4 programs 
in HyperVDP

• Virtualization of the 

programmable data-plane

• Difficulties of virtualizing P4 [1]

• Compiler based vs hypervisor 

based approaches 

• High-Performance 

Virtualization of the 

Programmable Data Plane [2]

• Simulate virtual test network 

using mininet with 

HyperVDP

• Populate match-action tables

• Look for vulnerabilities using 

scapy
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• Can a malicious P4 program 

corrupt behaviour of another 

P4 program when running 

alongside each other?
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5. Conclusions 

• Recommended to 

investigate further 

• Time constraints

• HyperVDP provides 

flexible virtualization of 

multiple P4 programs 

4. Results

• Stable HyperVDP framework 

created [3]

• No significant vulnerability 

found for now


