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2. Research question
Q: How we can improve security and efficiency in 
IoT data management using BC-based solutions

How does BC improve IoT data 
management?
What are the pros/cons of using BC to 
improve IoT data management?
What solutions exist to negate the cons of 
using BC to improve IoT data management?
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3. Method and process

Five surveys
Six research papers
Reviewed and compared
Evaluation metrics

Consensus Algorithms
Performance
Security
Privacy

Gathered papers from and 
supervisor suggested

IEEE Xplore
ACM Digital Library

5. Future work
Consensus algorithms tailored to 
the IoT

High scalability
High throughput
Low communication costs
Low latency
DAG

Individual IoT device security
Individual devices vulnerable

Table 1: (– –) poor, (–) insufficient, (+) sufficient, (++) good, (+++) excellent

BC can improve security and efficiency
Improvements still needed
Consensus algorithms of great impact

Survey omitted performance and 
consensus algorithms
Some privacy not included
Outdated Ethereum

Background
Internet of things (IoT)

Interconnected network
Billions of devices [1]
Large variety 
Resource limited, throughput 
computation power

Blockchain (BC)
Distributed ledger
Immutable
Transparent

1.

Positives
Fault tolerance
Resilience
Access control
Denial of Service 

Negatives 
Critical of performance
Bandwidth important
BC introduces weaknesses


