1. Research Background

+ The Identity Crisis [1]
+ Self-Sovereign Identities [2] (SSI) - Solution to the Crisis
- The Lack of Data Resilience in SSI Managers [3]

The following research question is at the center of our work:
How to make futly distributed Self-Sovereign Identity management systems data resilient?
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3. Achieving Data-Resilience for Self-Sovereign Identity Managers
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Figure 3: Identity Owner as Stnrage Provider
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2. Requirements for Data Resilience Control | Availability | Portability | usability
Data resilience is achievable through identity backups. Unfortunately, there is no research on
the matter. We identified eight additional requirements that traditional backup systems Transparency | Persistence Consistency Access
need to become suitable for identity backups. Revocation

£

4. Comparison Between the Three Solutions
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5. Proof of Concept Implementation 6. Conclusions

+ Identity Recovery Mechanism
+ Transaction Synchronization Mechanism
+ Access Revocation Mechanism

- Formal Specification for SSI Backup Systems
« First Steps Towards Data and Disaster Resilience
- Adoption of Self-Sovereign Identities
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