Corrupting P4 programs by manipulating packet data

Author: Alena Shcheglova | A.Shcheglova@student.tudelft.n

Supervisor: Chenxing Ji | Responsible professor:

1. Background 2. Research question

e Data planes are responsible for forwarding packets Can an attacker manipulate packet data to
In a network. corrupt P4 programs?

e Traditional data planes - fixed functionality, e |dentify vulnerable fields in P4 programs.

programmable data planes - flexible.

e |dentify fields of packets that can make use of
e P4 language [1] Is used for programming data these vulnerabilities.

planes.

4. Results

e hl and h2 (internal network) can
load balance.p4 firewall.p4

initiate communication with each other
and with h3.
e h3 can only reply to the connection

established by hl or h2.
e Vulnerability: two hash functions that

Host 2 Host 3

determine 1f the packet is from the

h1 > h3 h3 -> h1 Value of Value of

e Distributes traffic between host 2 and host 3. st e o nemworkc
e Vaulnerability: hash function that determines e ores o e Tisoes mort e ot 0™ o © Hash functions are computed on a
the destination host. e e = 5-tuple: IP source/destination, IP
o Hash function is computed on a 5-tuple: PacketsthatcauseComsm protocol, TCP SOPYCC/ de.stmatmn.
[P source/destination, IP protocol, TCP e Packet field to manipulate: TCP header
of the packet.

source/destination ports.
e Packet field to manipulate: TCP header of

the packet. Mri.p4 .
P P e Mri.p4 allows users to track the path that

every packet travels through.
e Attempt to perform a buffer overflow
attack [3].
e Attack was unsuccesstul due to
immutable control flow of P4 [6].

Normal work of Work of the load balance.p4 with
load balance.p4 manipulated packets
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3. Method

e Analyzed three P4 programs and identified their
vulnerabillities:
o load balance.p4 [2]
o firewall.p4 [3]
o mri.p4 [4]

e |dentified packet fields that can be manipulated.

e Attempted attacks by manipulating packet data.

5. Conclusion

e Load balance.p4 and firewall.p4 were successfully
corrupted.

e Attempt to corrupt mri.p4 was unsuccessful.

e |t is possible to corrupt certain P4 programs by
manipulating packet data.
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