
• Aim 1: In-depth comparison of 4 PRNG’s 
and deciding suitable applications for
these;

• RNG’s studied: CMWC [3], PCG [4], 
Xorshift [5] and XorshiftStar [5].

• Aim 2: Investigation of the usage of 
lightweight block ciphers as PRNG’s and 
compare it with the traditional PRNG’s.

• Fortuna [6] is studied.
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1. Motivation

• The number of IoT devices has increased 
significantly [1]. 

• RNG’s are used in security protocols in IoT 
devices for generating keys, initialization 
vectors, nonces and states.

• IoT devices have low memory and low 
computational power [2]. Thus, PRNG’s used 
in IoT must be efficient.

• Two important properties of PRNG’s are 
expected; Security and Efficiency.

• Each PRNG is designed for a specific
purpose.

2. Aim of the Research

3. Methodology

• Literature study on the PRNG’s
• Implementing and testing the randomness of the 

studied PRNG’s using TestU01’s Big Crush test.
• Comparison Criteria’s:

• Big Crush test suite (160 tests)
• CPU time it takes to generate a number
• Code size
• Security

4. Results

5. Possible Improvements
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Table 1: Big crush test results. Table 2: Efficiency scores.

• Xorshift -> Weakest, most efficient. (NCSPRNG)

• XorshitStar -> Better than xorshift in security. 
(NCSPRNG)

• PCG -> Balance between security and efficiency. 
(NCSPRNG)

• CMWC –> Similar to PCG with a larger code size. 
(NCSPRNG)

• Fortuna -> Most secure one but least efficient. 
(CSPRNG)

• Tested for Xorshift and XorshiftStar.
• Statistical quality improved for both of them.
• Efficiency decreased for both of them.
• Improved Xorshift does not add much benefit.
• Improved XorshiftStar performs great.
• Claim: XorshiftStar and Xorshift became more 

secure with the improvement.
• This claim should be further studied by an expert.

NCSPRNG: Non-cryptographically secure pseudo-random generator.
CSPRNG: Cryptographically secure pseudo-random generator.
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