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Output Layer Labels Constraints

BadNets is a type of backdoor attack where

e attacker alters the images by adding a MOdEl Different :
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on the poisoned samples. The label(s) of these

samples are also modified to contain the .

target label. Evaluated four different models: SL increase robustness of NNs
e Neural Network Evaluated Base and Target-Focused Constraints play a very significant role
e SL with Base constraints models with a SL component of weight Higher SL weights improved robustness
e SL with Targetless constraints 0.1,0.2,0.5,1, and 2. but reduced BA.
e SL with Target-Focused constraints Trigger size and position had minimal

impact on ASR or BA.

Balanced Accuracy Comparison Attack Success Rate Comparison Balanced Accuracy Comparison Attack Success Rate Comparison

\ A A . 1 » Arched Eyebrows
G IS/ U/ A AN P aass= e sea=acseoc : ﬁttraiflﬁe
\ \/ Y\, ‘ ’ Big Lips
B1g Nose
Black Hair

M M g f g —e— SL1 Weight 0.1 f -o-\ SLT Weight 0.1 ~ e i o & » 9" d
CelebA is a dataset that consists of 202,599 ;" § T e § T e ' |
< Sivem < Sham .  Heavy Makeup
SL1 Weight 2 SL1 Weight 2

faces, which are labeled with 40 attributes. —_— i - L ~ S - High Theekbo

5

ne
—#— SL2 Weight 0.5 —#— SL2 Weight 0.5 __u r’1a L.I tﬁ 5 ]i. lg h t l y_D pe n

—=— 512 Weight 1 —=— 512 Weight 1

5L2 Weight 2 5L2 Weight 2 3 Mu St aEhe
5 15 5 15 . - ’

0

No Beard

) . ' 1 = |  Smiling )
e Small weight > High BA and ASR T e Wearing_Earrings
. . - _ ' Wearing Lipstick
e Large weight > Decrease in BA and | . : v Young

ASR Fig.Sample image with corresponding labels.
e Important to tune weight for optimal
results
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