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Motivation

Industrial Control Systems (ICS) and Supervisory Control
and Data Acquisition (SCADA) systems are often used in
critical infrastructure, such as the power grid [1].

They are usually small industrial computers, which control
crucial processes.

Cyber attacks against such devices are common and a
successful attack can potentially have a devastating
outcome [2].

Researchers have analysed the state of the Internet in the
past [3]. However, existing research has not considered the
existence of honeypots, which mimic real SCADA devices in
order to detect intrusion attempts [4].

Contributions

Find ICS/SCADA devices on the public Internet.

Classify hosts as real or as honeypots that mimic real ones.
Evaluate whether hosts could be part of critical infrastructure.

¢ Observe what metadata can be collected from devices.
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Figure 4: Port scan results of a highly probable honeypot. [8] likely_honeypot

Methodology and tools

e The Censys Universal Internet Dataset is a platform which constantly monitors the public
Internet in order to detect what hosts have which ports open and for which service. [8]

Honeypot classification is done using other data related to the host, such as the total Figure 5: Port scan results of a highly probable real device. [8] Number of hosts
number of open ports on the host, the reverse Domain Name System (DNS) record of the IP
address of the host, and the Autonomous System (AS) of the host’s network.
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Key results and takeaways

An unexpectedly large part of all exposed ICS/SCADA devices are honeypots.
Previous large-scale Internet studies may have overestimated the number of exposed devices

by up to 45% by failing to classify and exclude honeypots.

We made multiple vulnerability reports about exposed ICS devices, including to one of the
largest Norwegian power grid companies. As a result of our reports, devices were taken offline.

Many honeypots use a default configuration, making them trivial to detect.
There are significant correlations between independent honeypot-related indicators.
Network information is largely sufficient to classify hosts as honeypots or as real.
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Figure 6: Web interface of an exposed Siemens ICS device.




