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01. Introduction

Financial crime has become increasingly sophisticated, with criminals
exploiting gaps between institutions to launder money and commit
fraud. Meanwhile, data protection regulations like GDPR limit the ability
of financial institutions to share client information directly, even when
criminal activity is suspected. Existing systems such as Pifi [1] allow for
manual information sharing through a central database, but are
expensive, inefficient, and reactive rather than proactive. This lack of
efficient, privacy-preserving tools restrict the ability of institutions to
collaboratively detect malicious clients.

This work explores privacy-preserving protocols, specifically Multi-Party
Computation (MPC) and Private Set Intersection (PSI) to address these
challenges. We present FT-MPSI, a Flagged Threshold PSI protocol that
builds on T-MPSI [2], enabling institutions to jointly identify clients who
appear in at least threshold T institutions and have been flagged by at
least one as suspicious. The protocol was implemented in C++ and
tested with up to 50 parties, showing practical run-times while
preserving client privacy under the semi-honest model.

02. Preliminaries

Secret Sharing: You have a secret S, which you split into shares
{54 ... Sa}. In @ k-out-of-n secret sharing algorithm, where k < n,
you need at least k out of the n shares to reconstruct S. Less
than k shares will reveal nothing about S.

Bloom Filter: A space efficient probabilistic data structure
which can be used to check whether an element is part of a set
in a privacy perserving manner. The data structure is a list of
bits, all 0 at first. For each item in a set, several hash functions
are calculated and the bits at the positions corresponding to
the hash are set to 1. The Bloom Filter is shared, and the other
party can then calculate the intersection by hashing their items.

Homomorphic Encryption: A form of encryption that allows
computations to be made directly on the encrypted data,
without having to decrypt it first. Additive Homomorphic
Encryption allows two values to be added to each other while
encrypted. Decryption will then reveal the addition.
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Figure 2: Run-time comparison of the T-MPSI and FT-MPSI
protocols averaged over 10 runs

06. Analysis

Security Analysis: T-MPSI has been proven to be secure in the
semi-honest model, i.e. a subset of parties is considered corrupt
and may communicate with each other to gain additional
information that is not revealed by the protocol, but these
parties still adhere to the protocol correctly. FT-MSPI is
specifically designed to adhere to the exact same security
protocols as T-MPSI, as such, FT-MPSI is also secure in the semi-
honest model.

Complexity Analysis:

Table 1: Communication and Computation

Complexities of T-MPSI and FT-MPSL

Communication
Client | Server

Computation

Client Server
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Performance Analysis: Table 2 reports the mean run-time, in
seconds, of the T-MSPI protocol and the standard deviation
calculated over 10 runs. Table 3 reports the matching results for
the FT-MSPI protocol. Figure 2 creates a linear representation of

all run-times of both T-M|
corresponds to a set size,
represent the FT-MPSI pi
T-MPSI protocol.
Table 2: T-MPSI: Run-time pe
deviation in seconds by nu
averaged over 10 runs.

Table 3: FT-MPSI: Run-time pel
deviation in seconds by nu
averaged over 10 runs.
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