
1.  How does a Simulated Annealing-based anonymization approach compare to
existing heuristic methods  when achieving (n,m)- and d-k-anonymity in terms
of:

a.quality of solution
b.running time

2.  For which problem setting does SA perform best in terms of running time or
anonymization quality?

Table 2:  Running t ime and f inal  Uniqueness for  smal l  datasets ,  us ing (n ,m) and d-k-anonymity

Table 1 :  Running t ime and f inal  Uniqueness for  large datasets ,  us ing (n ,m)-anonymity

Preliminaries:
(n ,m)-flavoured k-anonymity  (Latour,  2024):  indist inguishabi l i ty  based on
degree and tr iangle  count.
d-k-anonymity  (de Jong et  al . ,  2023) :  indist inguishabi l i ty  based on d-depth
neighborhood structure.
Edge Deletion Budget :  %  of  edges that  may be deleted to anonymize.
Goal :  Achieve maximum anonymizat ion by delet ing as few edges as possible
within a given budget .

Network Anonymization for Science:
A Simulated Annealing Approach

Many technologies and breakthroughs would not be possible without research. It is important to keep members of the community informed about the latest updates. One way to do that is through research posters.

Key Findings (Solutin
Quality) :

(n,m)-anonymity :  SA
outperforms al l  other
methods in terms of
solut ion qual i ty  for  budgets
>3% (F ig.  4.a) .  In  the other
cases,  Greedy is  faster .
d-k-anonymity :  SA
outperforms al l  other
methods for  budgets >3%
(Fig.  4.c) .  
For  the largest  network ,  the
gap between SA and
Greedy becomes smal ler  for
a bigger budget (F ig.  4.b)
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BACKGROUND RESULTS

CONCLUSION

G I T H U B
https://github.com/arsenedenisa/Simulated-Annealing-for-Network-
Anonymization

Logic Tensor Networks
(LTNs)

Badnets
Network Anonymization

Social networks risk privacy leaks via structural re-identification.
Network anonymization modifies graphs to make individuals
indistinguishable.
Existing methods of solving either lack quality of solution  (Xie, 2023) or are
too slow (ILP)

Fig.  1 :  Graph before (n ,m)-anonymizat ion 

1 )  QUALITY OF SOLUTION & RUNNING TIME

Fig.  3:  Simulated Anneal ing Implementat ion for
Network Anonymizat ion

2)  CONDITIONS FOR SA OPTIMALITY

Key Findings:
SA excels  on dense networks and with h igh in i t ia l
uniqueness ,  especial ly  under larger edge delet ion
budgets.
Whi le usual ly  s lower than Greedy,  SA achieves
consistent ly  lower uniqueness for  (n ,m)-anonymity.
For d-k-anonymity ,  SA is  the s lowest but y ie lds a better
solut ion for  more complex networks.
Overall ,  SA provides a strong middle ground
between heuristic speed and optimality of  solution.

Future Work:
Use restart  st rategies (e.g. ,  SARS) to
escape local  minima.
Extend to other anonymity models
beyond (n,m) and d-k.
Compare SA method with opt imal
solut ions

Fig.  2:  Graph after  (n ,m)-anonymizat ion 

RESEARCH QUESTION

METHODOLOGY

Structural privacy is hard to guarantee in real-world networks.
Simulated Annealing (SA) offers a compromise: good quality of anonymization with
acceptable run-time.
Goal: Improve anonymity while staying within a fixed edge deletion budget.
SA advantages: escapes local minima, flexible, easy to tune, has been previously
used to solve other types of k-anonymity problems (Winkler, 2002).

1 .  (n ,m)-anonymity:
Incremental  Evaluat ion

Strategy:  fast 

2. d-k-anonymity:
recomputes

uniqueness on the
whole graph:  slow 

Compare Simulated Anneal ing to
methods from Xie[1] :

1 . Logist ic Regress ion Delet ion
2. UA Delet ion
3. Greedy Delet ion

EXPERIMENTAL SETUP

Setup
7 datasets that represent empir ical  social  networks
4 budgets for  avai lable edge delet ion:  { 1%,  3%, 5%, 10%}
2 metrics :  (n ,m)-anoynmity ,  d-k-anonymity
4 methods :  SA & heur ist ics 

Fig.  4.a) :  (n ,m)-anonymity ,  smal l
network

Fig.  4.b) :  (n ,m)-anonymity ,  b ig
network

Anonymizat ion

Fig.  4.c) :  d-k-anonymity ,  medium
network

Key Findings (Running t ime):
SA is  usual ly  s lower than
the Greedy method
UA is  the fastest  method
but y ie lds the worst
solut ion.
For d-k-anonymity ,  the
running t ime increases
quick ly  with the s ize of
the graph.

Key Findings:
SA performs better  than basel ines in f inal
uniqueness for  dense graphs l ike ego Facebook.
SA performs best  when:

Graph is  dense or large,
In i t ia l  uniqueness is  high ,
Delet ion budget is  ≥5%.
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