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1. Introduction

3. Decentralizing loT

“How can Blockchain-based loT serve as a viable solution
to the user and device-centric privacy along with the
hardware-based limitations of loT devices?”

Blockchain is an immutable shared ledger with features that
can be essential to solving challenges faced by loT devices
[15].

Defining the privacy requirements in [oT.

Investigation to the extent to which privacy can be enhanced
in @ smart home system.

Figure 2: Ethereum, Hyperledger, and I0TA

2. Privacy in Smart Home System

5. Results [1-14]

Table |: Comparison of the alorementioned mechanisms

et .
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Privacy mechanism

One-time address

Proposed
solution/platformis)

[1]. Ethereum [2]

Feature(s)

User Anonymity

Untraceable data
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Riskis)

Computational
burden

Unencrypted data
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[3], TOTA [4]

Untraceable data

L]

Increased complexity

Low anonymity

[ } Ring signature
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User Anonymity
Untraceable data

FEncrypted data

Signature reuse

Address correlation

Homomorphic encryption

E Lero-knowledge proof

Differential privacy
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CfF-chaimn mechanism

Bibliographic data management
software

["artner matching

|G], Ethereum | 2]

|71, Ethereum |2], Fabric
[8]
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100, [11], TOTA [4],
Fabric |8]
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User Anonymity
Untraceable data

FEncrypted data

User Anonymity
Untraceable data

Encrypted data

Lightweight

Conhdential data

User Anonymity

User Anonymity

Conhdential data

Computational
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Data misrouting

Computational
burden

Trade-off biw privacy
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Linkable data
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Address correlation

secret sharing

[13]

User Anonymity

Conhdential data

High memory usage

Computational
burden

Editable blockchain
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Blockchain features

Right to be forgotten
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Establish
trends and
criteria for

privacy

Blockchain-
based loT
frameworks

Industry
based use
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Figure 3: Methodology

based on their functionalities.

Privacy mechanisms in addition to the
anonymity of blockchain.

Data manipulation solutions provide an
effective utility solution.

Mechanisms can be categorized into three types

Blockchain-based solutions for privacy in Internet of Things smart environment
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5. Conclusions & Future work

Blockchain can enhance privacy in an loT environment
along with additional advantages.

Combing data manipulation solutions is an effective
solution. For example, Monero.

Future work
Differential privacy.
Ring signature scheme for smart
homes.
Quantitative vs Qualitative data.
Moving towards efficient
solutions/devices.
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