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= Most amplification attacks are based on the UDP (User Datagram

Protocol) protocol, which are connection-less, and thus allow
source address IP spoofing (modifying the source IP address as the
victim's IP address) [1].

DNS, NTP and Memcached [2]: most used protocols in amplification

attack, hitting ranges of Tbhps (Terabits Per Second) [3], [4].

1. How to identify potential amplifiers in the networking infrastructure of
Belgium (BE) and Luxembourg (LU)?

2. How to estimate the amplification factor for identified amplifiers?

3. Which parameters affect the attack's success? Compare observations
with my research peers.

2. Check ifjthe serveris

-

open to |the public

There are 4/119 (3.36%) DNS servers that do not properly follow the DNS
Flag Day 2020 recommendation (“lying” when advertising the buffer size:
even though EDNSO Buffer Size is set to 1,232, they still answer on UDP with
messages larger than the threshold) [Fig. 5].

NTP servers running the JUNOS and Linux seem the most vulnerable [Fig. 8].
We also found an NTP server running Linux achieving 3800x.

We found one highly-vulnerable Memcached server that answer on
UDP/11211 [Fig. 3], even after the renowned GitHub attack [4].
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data, checking if a server is open, checking if the server is an amplifier,
and then measuring its BAF for a specific strategy.
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