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INTRODUCTION

Strategy Type Mechanism * System visibility
o Cloud-native 5G core networks consist of different network functions (NFs) occupying o o '
, o : : Extract template and variable-values pairs, store them column-oriented o Fault-template visibility (distinct fault event types visible after reduction) - Log
Kubernetes pods. They generate high volumes of heterogeneous logs, distributed across LogShrink Offline  nd apply a general-purpose compressor

Preprocessing reaches 100% for all fault scenarios, SALO and Drain miss some templates
multiple layers, which introduces significant challenges related to observability. The load of P 9 P

inf i il helm traditi | itori t d £qil t Denum Offline Extract numeric tokens (IPs, timestamps, IDs) and apply class-specific but achieve averages of 98.8% and 98.6%.
information can easily overwhelm traditional monitoring systems and cause failures to go encoding, then compress Bt ot sl S o Fault-line retention (the % of kept lines with severity
unnoticed for a long time. - . _ I WARNING+) - SALO performs best, averaging 88.4%, as
SALO Online Drop low-severity lines from healthy NFs; automatically switch to w ] ] )
o _ _ o keep-all mode when an NF's error rate exceeds a given threshold £ o its burst detector switches to keep-all mode during
e Existing log reduction techniques have not been evaluated under realistic 5G network L error spikes. Drain is weakest at 73.6% - its 15-second
conditions, which leaves the question of whether fault visibility can be preserved during intense Suppress duplicate log events - if the same message template was i . . .
d ) ' d 9 4 P o Log Preprocessing Online already seen on the same pod (or same NF type) recently, drop it. Also ’ suppression window discards repeo’red occurrences of
reduction unanswered. Qi ._: Application Ecosystem, suppress causal events using Apriori rules .\,a:c"‘“"’“:w - a cluster. Rt en A T e - e e =
== 8 APls Devices, Web communities R fw“-“” g™ -
* The solution - this research investigates Ew o Orchestration j Parse logs into clusters of structurally similar messages and forward o Fault-window retention (the % of kept lines from inside the  §
five diff fl ducti trateqies i Drain Online only the first occurrence of each cluster per time window. ERROR+ lines faulteini . ind . i ith th §
ive ditterent log reduction strategies in eizﬁ & ® l — ‘ o and newly initialised clusters are forwarded always ault-injection window) - routine traffic co-occurs with the i
a KinD Open5GS deployment across = EI_% ~ \—i fault and is aggressively reduced by all 3 strategies. Drain's  §
. . > 2 ¢
steady-state, bursty and fault-injection 5 o O = Ml o - - e Scenarios (10): steady-state (50 UEs, 10 min), bursty traffic (UEs alternating significantly lower value again reflects its temporal :
cenarios, evaluating their trade-offsin % / : L . , 0
S 108, evaluating hel S ¢ = ‘ between 50 and 5 every 30 s) and 8 different fault injection scenarios (faults are suppression. S g
terms of volume reduction, retained " % « n sificially iniected o check if th il be detected oft duction) Nouety anemaly etenion — nin srtegis T S e
: artificially injected to check if they will be detected after reduction 2 5 — i 0 i
system visibility, CPU overhead, and @ = ) / Y 1nj YW = o Novelty template retention (‘rhe % of kept lines whose
storage requirements. o - _’_ S * Technology stack - Open5GS and UERANSIM on a KinD (Kubernetes in Docker) Em template was never seen in the steady-state baseline) -
Devices RAN Lo 5G CORE cluster, with Loki for log collection, Prometheus for resource tracking and Chaos £ the most critical metric for fault diagnosis, as novel
Mesh for fault injection. ;. templates are the strongest signal of a new fault type.
* Data collection - 5 passes - ¥ - raw data collection and the 2 offline strategies i The scores (41.7% on average for SALO and Log
R E S E A R C H Q U E S T I o N applied post-hoc; 2-4 - each online DaemonSet filter; 5 - visibility measurement S e T SRR g e Preprocessing and 20% for Drain) are low, which should
ol w.h m““" prs ":”“ T rt M 9ot )
ifTe . . against each pass’s ground truth. 3 separate runs of all experiments were made. e Trade-off analvsis be concerning.
HOW C(]n dl erent log reductlon Str(]tegles be Y RQ2d — Online strategy comparison (SALO, Preprocessing, Drain) 10
. . SALO - 61.2% 33x & 0.8
eftectively applied to lower the volume of logs |
R E S U L T S 2 " . . . . . . Log Preprocessing - 65.0% 100.0% 36.1% 100.0%
;100 . - - z R . . - 0.4
collected from cloud-native 5G core networks? Bl - ““ [
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e SQI: How much log volume reduction can selected log reduction * Log volume reduction 8§ 88 332 s§ siB 88 88 st °¢ E%E
) ) ' ) o Lossless strategies achieve ¢ a3 £ £3 5: fes 5 25 238 £g
strategies achieve when applied to logs collected from cloud-native 3 . ™ B S e S e R - £ e £
83—96 /o by’re reduc’rlon. egen! ot T e et L e RQZd — Ufthine strategy comparison {Logshnnk, benumj . .
56 + ks? Th te ol Hiooed e e S e 5 [1-0 o SALO achieves the lowest CPU and highest
core NneTworks! ° ey operate only on a pre-strippe .. 0.8 o ) o _
Y P fth .y. | CpSV b PP % . - iy visibility retention. Log Preprocessing is a simpler
. - - : version of the origina ecause e s vt a0 g :
e SQ2: What trade-offs do different log reduction methods introduce ‘ - — . _ ) 04 rule-based alternative with comparable visibility
) ] ' . the parser requires a specific format. | = e R o 520 -
in terms of storage requirements, processing overhead, and retained o Online strategies reduce lines by : _ [ atslightly higher CPU. Drain achieves the highest
ViSibi|iT)’? 53-89%. Run-to-run variance is higher E ) ot ; ° éé i 5% o £z event reduction but retains only 20% of novel
) : A =8 £%s = &€ 58 G638
than offline, driven by non- 5 "3 E- E ‘s H templates and 16.1% of fault-window lines.
deterministic fault severity. . o Denum leads in every resource-related metric - 10x lower CPU, 19x lower peak memory and faster
7 e — - Y P y
» oy w e » mﬂ‘w‘wﬂm“‘ e ‘1,&““"“0 :,,d“m“ i e o '
M E T H o D o L o G Y e CPU overhead P e query latency. LogShrink's sole advantage is a higher compression ratio.
o LogShrink averages 8.2s CPU per Q2 — M P i cross o scnar (=, eror b = 95 1)
g g P

 Strategies: Log reduction splits into two general families of strategies - offline (lossless) and

scenario, while Denum does 0.8 (nearly a e togsvns gorerd o EAD it oo C o N C L U S I o N

online (lossy). They use different implementations and separate baselines, so they should not s
be compared with each other. 10x gap) All five strategies achieve measurable reduction, while no single one dominates all dimensions
o Offline strategies - operate on pre-collected data and preserve all log events (lines). o Among the online strategies, Log s’ z simultaneously. The two strategy families must be evaluated independently.
o Online strategies - applied during collection and filtering the incoming log stream Preprocessing has the highest CPU cost 3 ¢ * Within the offline group, Denum is the clearly preferable method. Within the online group, SALO offers
dynamically. They are prone to discarding valuable diagnostic information. To implement (19.9s). The variance is elevated due to a ’ the best balance between fault-signal preservation and event reduction.

the online strategies, this project uses Kubernetes DaemonSets that tail NF pod logs. known anomaly during the 2™ run o —

* Future work: extend reduction to metrics and traces, develop a unified evaluation baseline.
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