Comparative analysis of two network anonymization settings
L.inear Programming

1. NTRODUCTION

Network anonymity is a critical privacy concern,
especially in social networks . These kinds of

networks often contain senselive personal
information that are nolt always adequatly
protected. Researchers are also eftected by this,
as they often hesitate to publish or share datq,

ultimatly hindering open science 6.

2. STATE OF THE ART

In an unpublished work by Latour a complete
anonymization method is implemented as an

Integer Linear Programming (ILP] encoding.

e (n,m)-k-anonymity
e deleting edges

e Qurobi

3. MOTIVATION

While observed o be

computationally more eftieient, in social networks,

deleting edges is
adding edges is often regarded as the better

privacy-preserving technique |4,

e Delter in preserving graph properties in scale-
free networks.

e crealing connections is more natural

e Preserves original data

4. RESEARCH QUESTION

How does an ILP implementation of the setting in
which we add edges compare to the one in

which we delete edges, in terms of solving time,

memory consumption and quality of the

solution?
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5. APPROACH

is the set of triangle variables.
Constraints are the same as we still employ (n,m)-k-anonymity

delete

Variables

objective function

We build on top of the existing ILP encoding. L is the set of edge variables and T

max_mem (GB)

6. HEURISTIC

As deleting edges has been shown to be

computationally more efficient on social
networks [3], we intfroduce a heuristic, intended

o reduce running time and memory usage.

e Only adds edges within a node’s
2-neighborhood
e Mimics natural connections through mutals

7. DATASETS

Social Datasets:

e Neltworkrepository 53]
Synthetic Datasets:

e Erdos-Rényi 2

e Barabdsi-Albert [1]

Dataset V| |E| 8] GT
insecta-ant-trophallaxis-colonyl-dayl 30 37 12 0.14
insecta-ant-trophallaxis-colonyl-day8 37 68 39 0.17

mammalia-baboon-grooming-group07 16 41 51 0.27
mammalia-raccoon-proximity-24 14 41 162 0.66
mammalia-raccoon-proximity-3 23 50 96 048
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8. METHODOLOGY

To answer our research question, we run the
different approaches on the synthetic networks
and social networks. These are compared on
running time, memory usage and quality of the
solution. We aim to gain insight on the following
aspeclts:

e Scalability on network size
e Behavior on network topology
e Impact on graph properties
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