
Design


Anonymity set Edge weights represent cost function results

S = sender, R = receiver, A = adversary

 Paths are computed starting from the receive
 During path computation, suboptimal nodes are 

randomly picke
 We resume path computation from the suboptimal nod
 The chance of hopping depends on the degree of the 

current node, adding additional randomness

Improving the Anonymity of the Lightning Network Using 
Random Hops with Partial Route Computation

 The Lightning Network (LN) is Bitcoin’s 
second-layer solutio

 LN promises better scalability, instant 
payments and low transaction cost

 However, it’s vulnerable to deanonymization 
attacks [1

 This can be resolved by adding randomness 
to payment routing

Background

 Will we still have LN’s high performance after 
adding random hops

 Is the new protocol sufficiently resillient to 
deanonymization attacks?

Questions
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[2]: https://github.com/SatwikPrabhu/Attacking-Lightning-s-anonymity

 Define metrics which are able to measure 
anonymity and performanc

 Design a new routing protocol with increased 
anonymit

 Simulate both protocols by extending the 
provided framework [2

 Compare and evaluate the results

Methodology

Results

 The randomness forces attackers to be more 
inclusive, increasing the size of anonymity set

 This increased anonymity causes a slight hit in 
performanc

 Recipients are still uniquely identified in some 
cases
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Table 1: Anonymity results, gained by simulating

1000 transactions on the LN snapshot

Table 2: Performance results, gained by simulating 

5000 transactions on the LN snapshot


