Computation Capabilities of Server-Side
Trusted Execution Environments

A Comparison of TEEs to Privacy-Preserving Technologies

1. Introduction

e Despite running vulnerable software that can leak sensitive data-in-
use, cloud servers are complex and widely adopted.

e TEEs provide hardware-based isolation for secure computation, with
embedded cryptographic primitives. Many implementations exist, with
varying trade-offs.

e Some protocols exist (FHE, MPC, ORAM, StE), but are known to be
inflexible or inefficient. No prior work has systematically compared
TEEs to these cryptographic techniques in a unified framework.
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ARM TrustZone [5] AMD SEV [4]
Confidential Virtual Machine
technology found in
AMD EPYC processors.
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Confidential Virtual Machine
technology implemented in
Intel Xeon processors.

First widely used Trusted
Execution Environment,
designed for mobile devices.
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Intel SGX [1]

First widely used cloud-based
TEE, enclave-based, found in
Intel Xeon processors.
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Hardware developed for
attestation and secure boot,
found in commodity devices.

Open-source enclave-based
technology developed for
RISC-V architectures.
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Functionality - How restrictive is the technology,
and can it perform these features?

Efficiency - What is the performance overhead
compared to the non-isolated option?

Security - How large is the trusted computing base,
and how many vulnerabilities were there in the past?
Usability - How practical is the system from the
developer's perspective?
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Figure 1: Discussed Trusted Execution Environments Designs
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Table 1: Key properties of selected Trusted Execution Environments (TEEs)
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FHE - Strongest in security, not practical yet for S There s [ Ssilvar Hullet’ - proseries must .
general use cases.
: . : : . be balanced based on use cases.
MPC - Best in distributed environments and flexible,
, ) e CVMs have a better performance and ease of use
with offline setup overhead. °

ORAM - Great at hiding access patterns, limited to
querying, and can be slow.

STE - Efficient, good in I/0 access, but only for
querying data.

TEE - Easy to integrate, efficient, but exposed to
powerful attacks.
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Discuss more properties, such as live
migration or physical attacks.
Benchmarking framework among the five
techniques to measure equal uses.
Joining techniques with TEEs and test
efficiency, security, functionality.
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