Analysis between sequential feature engineering

\ with statistical features for malware behaviour discovery
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Background

Malware Packet-sequence Clustering and Analysis (MalPaCA)"!
 Sequential clustering of malware behaviour

o Uses 4 features: Packet size, Delay, Source Port & Destination Port

« Non-intrusive features, respects user privacy

 Hierarchical Density-Based Spatial Clustering (HDBScan) as clustering

algorithm

[oT-23'" Data set
The dataset consists of 20 infected IoT devices and 3 benign cosist-
ing of 100GB of network traffic PCAP files .

A Selection of data set for experiments was made to ensure a variance of
difterent malicious labels

Goal

 Define statistical features set for uni-directonal flows
« Compare Sequential features to Statistical features
e Recommend improvements for MalPaCA

Statistical Features

Feature Description
NSP Number of small packet
AIT Average arrival time of packets
TBT Total number of transmitted bytes
APL Average payload packet length
PV Standard deviation of payload packet length
DPL The total of number of different packet sizes
MX Size of largest packet
MP The number of maximum packets
PPS Number of packets per second
BPS Average bits-per-second
USP Total number of unique Source ports
UDP Total number of unique Destination ports
CP Common ports in Source & Destination ports
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Figure 1: Heatmap of byte size ‘Attack’ cluster generated by Sequential fea-
tures with statistical feature distribution. (Y= Connections, X = Packet)
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Figure 2: Heatmap of byte size ‘Attack’ cluster generated by Statistical features
with statistical feature distribution. (Y= Connections, X = Packet)
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3 Result

Average over 100 runs with variance in input data
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4 Conclusion

Sequential and statistical features create distinguishable clusters containing a
distinct network behaviour with very similar purity & malicious purity.

Sequential features excel low sequence length with an overal lower noise score
between lenghts 20-40.

Sequential features are better at generalizing clusters with the same clustering
parameters (Higher average cluster size)

Clusters generated with statistical features have higher cohesion and are further
seperated from each other over all sequence lengths.

MalPaCA could fully use all statistical features for longer sequence lengths
while using sequential for short sequences.

The feature sets are not exclusive and could be used togheter.
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