
How can multiple firms collaborate in the supply 
chain without revealing data?

Introduction:

• Supply chain collaboration 
• Companies benefit (e.g reducing costs or time)
• Example is logistics (such as sharing trucks)

• Company data should not be shared because
• It can be used to give competitors an advantage

• Trusted third parties can be used as mediators
• Can they be trusted?
• They add costs
• Can we do it without?

• Secure Multiparty Computation (MPC)
• Computes a function in a distributed manner
• Doesn’t reveal information to other parties
• Adversarial model
• Semi-honest has weaker privacy
• Malicious model is too inefficient

Collaborative Optimization Research

• To solve supply chain problems we use collaborative optimization research
• MPC is used in here to preserve privacy

• Collaborative problems 
• Travelling Salesman Problem
• Linear Programming
• Graph Coloring
• Constraint Satisfaction Problem

Research Question

“How can secure multiparty computation 
be used to preserve privacy in supply chain 
collaboration”

Figure 1:  A logistics supply chain problem 
compared with collaboration and without 

Figure 2: Graph coloring used to solve a job scheduling 
problem   (Hong, 2018)
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Method

• Literary review on privacy preserving collaboration
• Which collaboration problems can secure multiparty computation solve?
• Which supply chain problems can they be used in?
• To what extent does it protect privacy?

Supply chain problem Op2miza2on 
problem

Notes Source

Collaborative Transport and 
Production

Linear 
Programming

Possible inference 
a8acks

Hong, 2012; Hong, 
2016

Distributed Scheduling and 
Network Allocation

Graph coloring Minor privacy 
leakage

Hong, 2018

Vehicle Routing Traveling Salesman 
Problem

No issues Hong, 2014

Resource allocation and planning Constraint 
Satisfaction

Modified MPC that 
preserves both 
constraints and 
decisions

Leaute, 2009

Capacity Sharing and Price-
masking

Other No issues Clifton, 2008; 
Deshpande, 2011

Important Results 

• MPC in the semi-honest model is most used 
• This lacks privacy against malicious parties
• MPC is inadequate at verifying if parties lie in private input

• To solve, combine MPC with game theory
• Game theory is mathematical study of strategic interaction
• Rational decision-makers

• Incentive compatibility 
• Best interest of parties to be honest
• Else they lose benefits or are caught
No need to use inefficient malicious models

Table 1: Overview of collaboration research solved using MPC and its application 
in a supply chain collaboration problem
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Conclusion

• MPC has various applications to supply chain 
collaboration

• Incentive compatible semi-honest protocols have 
potential
• Improves practicality
• More research should be performed


