Improving (n,m)-greedy edge deletion
anonymisation using global heuristic

When does greedy not stay ahead?

1. Background

Network anenymisation s a crucial process
in ensuring that constituent nodes cannot be
uniguely identified. In particular, this quality
is saught-after in publicly available networks.
This problem is proven to be NP-hard,
however, varlous methods and heurlstics
were introduced in the literature.

Greedy edge deletion method provides
outstanding reduction in graph uniqueness
for limited number of edge deletions but the
solution quality tends to stagnate w.rt the
number of iterations when more edges are
removed from the network. This method relles
on (n,m)-anonymity, which determines
whether nodes in the netwoerk can be
identified based on the number of
neighbours n and incident triangles m.

3. Approach

« The ariginal algarithm finds locally optimal edge deletions, which
lead to 3 promising in network uni for a small
number of iterations. It ranks and removes the edges iteratively
a_ocording to the predicted change in the unigueness caused by
removing them.

« Literature shows that greedy ion is outper in
the context of solution quality by other strategies for many edge
deletions, In particular, priontising low-degree nodes (s
wggeated 10 contribute to theur success. We speculate that this

ce is infl d by agu classes and their sizes,
I:lasad on which the unigueness of the network is detemmined.

« The aim is to devise 2 globally-oriented heuristic capluring the
graedy algorithm's perfarmance far few delstions and improving
the solution quality provided by it as mare edges are removed
from the network,

+ Hence, we propose madifications to the algerithm that rank and
remove the edges based on the ex!stlng ash'manlcn of lhe change
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+ The chosen heuristic improves solution guality

for large number of deletions while maintaining
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comparable results for fewer removals on all
inspected types of networks other than dense
graphs, i.8. social and sparse netwarks.
Propaaed algomhrns using this heuristic also

y fewer iterations to fully

!

anonymiss these nstworks. _
Introduced method leads to constant
computational and memory overhead for each
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rteratlbn of the algorithm. [t perfarms.

15 solely on alread
infolmaﬂm and data. indlreetry using Tewer
edge deletions to anonymise the network alsa
contributes to lower total running time.

« Depending on the network, there exist intervals

in unigueness combined with the sizes of
nedes connectad by the considered adge —

of
- |&C)| and |2¢tm].

or thresholds of the number of delations, for
which at least some of the proposed algarithms

2. Research Question

How does including the size of equivalence
classes in edge evaluation influence the
performance of (n,ml-greedy edge deletion
-anonymisation?
» How does the final uniquensss of the network
change? §
= How does the number of available deletions mpact
tha change in network unigueness?
+ How does the time required to complete the
algorithm change?

4. Results

using the chosen heuristic outperform gresdy
in terms of graph unigueness. _
+ Deletion-based ancnymisation leads to higher
I S o L
and fheﬂr Inrg'w'slm This phenomenon likely
cantributes to the impraved performance of the

devised modifications, which favour larger ECs.
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