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Services and Applications Limited resources, energy - Federated Learning does not come without - Blockchain-empowered federated Integration of Blockchain with FL
setbacks: learning-based solutions for Internet of - Research shows the potential, but further studying is
- Requires a central authority Things Security, Privacy, and Performance required
- Communication overhead - Federa.ted L?arni.ng i'tself is a complicateq techn.ology
- No incentive for nodes to participate - Study and review state-of-the-art - A poss@le fjlrectlon is towards the generic architecture
solutions that attempt to enhance loT shown in Figure 2:
Suffers from Security, Privacy, Performance Issues - Interesting to explore how Blockchain can Security, Privacy, and Performance - USing Blockchain to Verify local results and store the
be used to enhance Federated Learning glqbal model o . .
- Using Blockchain to incentivize nodes with a reward

scheme or smart contracts

© ANALYSIS & DISCUSSION

[Federated Learning] Simulations & real-world implementation

(Figure 1)

Blockchain

- Strong focus on enhancing security - Crucial to design the models such that they can be
— | —_— - Privacy is covered to a lesser extent implemented to the real-world
Istribute tralnlngo mmutable log o . .
( T ] [ B } - Most solutions take performance into account - Important to properly test them too
| i - Blockchain not used in most solutions - Most of the proposed solutions provide experimental
[No exchange of raw data] - Reflect on challenges of implementation setups
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RAFeL [3] o O ® ® | O ® %Ae“tt‘z;‘l‘(fn o - Easy for a malicious party to gain access to end nodes
10T - Research focuses on anomaly detection
-___,"' . (POSTER) Decentralized FLL. Anomaly [ D) O [ D) o O [ D) General loT - The existence of central aggregation servers hinders
o 5 Detection [4] security
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. % Blockchain & Federated Learning Dis- () ) (D) ® ® () General IoT - Decentralized solutions are preferable
S tributed Architecture for [oT [S] - Develop novel security solutions to shield the central server
W e . e’ Table 1: Comparison of state-of-the-art solutions for 1oT using Blockchain and Federated Learning - Communication overhead
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Figure 1: Federated Learning in loT ; . 3. Local Model Upload - Federated Learning is a promising technology to enhance
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! - There is still research needed until blockchain-enhanced
federated learning can be efficiently applied in large scale
real-world scenarios

Figure 2: Integration Architecture of blockchain-enabled FL
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