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NG SMART CONTRACTS OF DECENTRALIZED FINANCE
AGAINST REENTRANCY ATTACKS

contract {

function withdraw( amount) public {
1f [msg.sender] »= pEi

[msg.sender] -m

Fig 1: Solidity code of a vulnerable smart contract
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Fig 2: Workflow of SmartTool
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V- SOLUTION - SMARTT OO

1) Main idea:

* Compare difference between bala
the Application layer.

* Stop any transaction that creates a
layers.

2) Proof of concept:
* Attack vulnerable smart contracts I

attacks:
1. Single Function reentrancy attack
2. Cross Function reentrancy attack
3. Constantinople reentrancy attack

VI- DISCUSSION

1) Results of the proof of conce
 SmartTool 1s able to detect and sto

2) Limitations of SmartTool:
 Causes extra gas costs because of e
* The current approach needs access

code which 1s not always possible.

VII- CONCLUSION

* SmartTool succestully stops three

* The current implementation was ¢
the vulnerable smart contract, othe
implementation can be researched
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