Robustness of CNN-based malware byteplot classification under standard image transformations
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1. Introduction

Malware threatens all information systems [1]: .
« National healthcare infrastructure
* Financial institutions

* |Industrial control systems

The scale of the problem is increasing [2], and traditionadl
detection systems can’t keep up [3] [4].

Possible solution: Convolutional Neural Network (CNN) detection:
« Convert binaries to byteplot images [4]
* Train a CNN model that will then classify unseen binaries

Project goal: study the robustness of CNN malware classifiers in
the face of standard image transtformations

2. Research Question

How does the accuracy of a CNN-based malware byteploft
classifier degrade under standard image transtormations, and
what can the pattern of degradation reveal about the visual
features the network relies on for classificatione

Contrast Shifts

Original Malware Image Contrast Increased by 80% Contrast Reduced by 80%

» Vertical, Horizontal and Combined Flips

Original Malware Image Horizontal Flip

4. Dataset & Experimental Setup

The dataset contains 20,020 unique byteplots:

3. Transformations .

« Rotations

10,010 grayscale representation
10,010 RGB representation

The experiments were divided in two stages.

Original Malware Image Counter-clockwise rotation of 45° Clockwise rotation of 45°
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Stage 1:

Train the model on clean images

Train the model on distorted images (/5% clean images, 25%
distorted images)

Stage 2: Train a model on each franstormation to establish if
gains are self-attributing

All evaluations are executed on distorted images:
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Rotations: 0° to 180° in 2° increments

Brightness shifts: up to 60% in 2% increments for Stage 1, up to
100% in 2% increments for Stage 2

Contrast shifts: up to 60% in 2% increments for Stage 1, up to
100% in 2% increments for Stage 2

Flips: vertical, horizontal and combined flips are evaluated
separately

5. Results

5.1 Model trained on clean images

Comparison of brighness increase and decrease accuracies Comparison of contrast increase and decrease accuracies
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5.2 Model trained on distorted images

Comparison of brighness increase and decrease accuracies Comparison of contrast increase and decrease accuracies
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5.3 Model tfrained on rotations
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5.4 Model trained on brightness shifts

Comparison of brighness increase and decrease accuracies Comparison of contrast increase and decrease accuracies
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5.5 Model trained on contrast shifts

Comparison of brighness increase and decrease accuracies Comparison of contrast increase and decrease accuracies
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5.6 Model trained on vertical flips

Comparison of clockwise and counter-clockwise rotation accuracies Comparison of accuracies for the 3 flip configurations
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5.7 Model trained on combined flips

Comparison of clockwise and counter-clockwise rotation accuracies Comparison of accuracies for the 3 flip configurations
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6. Conclusion

« Training on distorted images improves robustness broadly
without sacrificing clean image performance

 RGB representations amplify existing trends in grayscale
byteplots

« The classifier relies on globally positioned features that
collapse the moment the image is reoriented

* Brightness and confrast results indicate the network exploits
relative intensity, not absolute byte values

« Rotation fraining partially improves vertical flip robustness,
confirming sensitivity to vertical positional disruption

« Fragility to disruptions is a training distribution problem, not a
byteplot expressiveness limit
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