1. background

2. method

+ fast encapsulation and
decapsulation

+ small cipher texts
(useful for some
applications)

-- large public keys

+ reasonable key
sizes
-- estimated DFR

+ security not directly related
to how well the structure of an
error-correcting code can be
hidden

+ faster than BIKE

-- worse bandwidth than BIKE

+ security not
directly related to
how well the
structure of an error-
correcting code can
be hidden

+ null DFR

-- decryption speed

sizes.

’ H .
Post- Shor’s Algorithm Post-Quantum McEliece (1978) Research
how quantum an public-key the first code-based cryptosystem Method
H . Lryptosystems, 2 —r
Q uantum computers will break overview Alice mulply by e compare all schemes
138 willion G = §+G=*P 2 . .
COd e Ba Sed '""1 Clossicall Alyorithm encryption M C = M=+G C=C +e and decide on which
. e Era— schem_e has the most
C t t time [ 1 signature potentlal.
ry p O Sy e m . ) . multiply by multiply by
Chor's Algorithm lattice || code [} multi- || elliptic Bob
year based based |[{ variate [[ curve inverse of S apply A inverse of P
y 77 1 for each scheme:
S b M M C” = C»P & e
I — T T — - study the specification
. laintext ciphertext
lo0o 000 i d i ipti p P .
In Se.a rCh for new .. > . e Ibaattslecg bcaoseed \,rgﬁlatée eclﬂf\flec bhaassehd Alice wants to send a message to Bob using the McEliece cryptosystem. She - evaluate security and cost
public-key digits of to be factorized number chooses some linear code with efficient decoding algorithm A and generator matrix - assess performance by
G: re-implementing source
cryptography code
B-gtaridards
the importance of a low Decoding Failure Rate
public key private key cipher text (DFR) keygen encaps decaps
Classic 1357824 14120 240 * gives the adversary information about the secret Classic 541 489 441 178 093 326 531
McEliece key. McEliece
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4. conclusion
Classic McEliece BIKE HQC RQC - Classic McEliece is secure and ready for specific
using binary Goppa using QC-MCDC using Hamming codes using Rank codes use cases. _
codes codes - Quasi-cyclic codes lead to better public key

- Rank-metric has smaller key sizes than
Hamming-metric but partially because its
attacks have not been researched enough.
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