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A Comparative Study of Privacy-Preserving
Computation Technigues

Contrasting ORAM, MPC, TEEs, Structured Encryption, and Homomorphic Encryption

e As the world increasingly relies on cloud and outsourced storage, a e Path ORAM][7] was one of the most influential papers in the field thanks

e There have been multiple improvements to ORAM. These are some of the most notable:

concern over the security of this practice arises. It was shown that a

to its simplicity, low amortized and worst-case overhead and the low

malicious server can infer up to 80% of the search queries, just by Scheme Block Size  Amortized Cost  Worst-case Cost  Client Storage  Server Storage hidden constants.
looking at the data access patterns. GO[2] QlogN)  O(log’ N) Q(N) O(1) O(N log(N))
User Sidle Cloud Sidle SSS [4] Q(log N)  O(log* N) O(V/N) O(v/N) O(N) e Path ORAM has found multiple other real-world applications. Most
i p Adiiress Binary Tree ORAM (Shi)[5]  Q(log N)  O(log® N) O(log® N) O(1) O(N) notably, it is already being used in the Signal messaging app [10], for
[ ! oo Goodrich-Mitzenmacher [6]  ©(1) O(log® N) O(N log N) O(N*),a <1 O(N) private contact discovery, along Intel SCX]T1].
User DRAM
|~ Coprocessor (Encrypted) Path ORAM (B = Q(log® N))[7](log? N)  O(log N O(log N O(log N)w(l) O(ZN ,
| AES _9‘ ' - ( og” N7} log” N (Dgg ) (Dg2 ) {log NM)wA1) ZN) e StE can also be complemented by ORAM to hide the data access
! \ /" Encrypted Date Path ORAM (B =0O(log N))[7]O(log N)  O(log” N) O(log” N) O(log N)w(l) O(ZN) batterns and minimize its leakage.
, , Ring ORAM [8] Q(log? N)  O(log N) O(log N) O(log N) O(ZN)
Figure 1: Insecure Model of outsourcing storage [1] ; = = . o . . .
Burst ORAM (9] ((log” N)  O(log N) O(log N) O(log N) O(ZN) e There are also oblivious query processing engines that implemented

e Oblivious Random Access Machines aim to tackle this problem by

Path ORAM, such as ObliDB[3].

Z - parameter referring to the number of blocks in a tree node, O hides poly loglog terms
Figure 2: Overview of some significant ORAM constructions

hiding the data acccess pattern, such that an adversary will not be able
to distinguish between a fake and a real program, having the same

length e Newer techniques manage to achieve better asymptotics, but may be less practical due to hidden

constants. Other technigues use FHE to minimize bandwidth, but the server becomes a bottle-neck.

e ORAM was first proposed by Goldreich and Ostrovsky [2], which
provided some foundational research, but failed to come up with a
feasible iImplementation, due to high worst-case access costs. However,
newer technigues were proposed that
made ORAM practical today.

e Homomorphic Encryption, Structured
Encryption, Multi-Party Computation and
Trusted Execution Environments are

other technigues aiming to preserve pri- IIII
vacy and allow for computations on en- -
=

crypted data.
Figure 2. Hierarchical ORAM [2]
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e The literature survey was conducted
using the Snowball Sampling Method.
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e ORAM has made huge improvements over the years and has taken
many steps forward to become a practical and usable scheme for
hiding data access patterns. In addition it can be optimized for
different use cases, making it suitable for different scenarios.

e However, it still incurs a significant overhead and can not be adopted
by time-sensitive applications. Future advancements in FHE can make
ORAM a practical solution for all use-cases.

 Multiple techniques for privacy-preserving computation have been
presented, but there is no technigue which solves all problems. A user
needs to prioritize and decide based on what is most important for
them, balancing security, functionality, efficiency and usability for each
Individual scenario.
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Computation and how does it compare/complement other
technigues such as HE, SE, TEE and MPC?
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