
Exploitation of P4 Programmable Switch Networks

Introduction
▪ Programming Protocol-independent Packet 

Processors (P4) is a language to program the data 
plane of network switches [1].

▪ Used in backbone switches in datacenters and by 
telco’s, its security can’t be understated [2].

Research questions
Can a single compromised P4 switch corrupt the entire 
(P4) network?
▪ Can the attacker obtain access to the rest of the 

switches in the network?
▪ To what extent can the attacker corrupt the 

behavior of the network traffic?
▪ What defense mechanism can be used against a 

single corrupted programmable switch?
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Results
▪ Packet flow over a network can be severely 

disrupted.
▪ One compromised load balancing switch (s202 in 

figures) can route more traffic along its path.
▪ Insecure load balancing schemes using ECN are 

vulnerable to exploits erasing ECN information.
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Method
▪ Analyze functioning of a load balancer with a 

compromised switch. What can happen to the 
network: block traffic, modify packets, overload 
a server?

▪ Manipulate traffic in two load balancers: 
ECMP+ECN and HULA. Erase ECN data to 
pretend switch is along congestion-free path.


