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Background
• Lightning Network (LN) is a second-layer solution for 

Bitcoin
• Promises increased scalability and improved privacy
• However, a recent study showed LN routing is weak to 

anonymity-compromising attacks [1]

• The current routing protocol is partially deterministic, 
allowing attackers to determine the sender and the 
recipient of a transaction

LN needs a more sophisticated 
routing protocol!

• Novel routing protocol, inspired 
by the Next-Generation 
Internet’s ‘Dovetail Protocol’[3]

• Split path generation in halves 
that connect on a ‘dovetail’ 
node

• Generate full path by appending 
the two separate pathsResearch question

Method

How can we simulate the usage of a new Lightning routing 
protocol using multiple path segments, and what are the 

anonymity benefits and efficiency costs?

Results

Conclusions & Further research
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• Anonymity improvement: source/destination pairs amount tripled
• Efficiency cost: doubling of average fee + 60% increase in hop count
• Further research: investigate semi-source routing & dovetail node choice heuristic

Figure 1: Visualising multiple path segment routing
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• Counterattack by splitting attack into 3 types:
• Path 1 attack: find sender and dovetail
• Path 2 attack: find dovetail and recipient
• Center attack: find sender and recipient

Figure 2: Effect of varying graph density

Table 1: Anonymity metrics for Barabasi-Albert and Erdos-Renyi graphs

Table 2: Cost efficiency metrics for Barabasi-Albert graph

Method
• Construct metrics to evaluate the performance of routing protocols
• Design modified LN protocol using path segment routing
• Design  counterattack for modified routing protocol
• Simulate LN using simulation framework [2]  and estimate performance of 

the proposed protocol
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Figure 3: Effect of Dovetail node connectivity
Table 3: Cost efficiency metrics for Erdos-Renyi graph

mailto:j.s.heemskerk@student.tudelft.nl
mailto:s.roos@tudelft.nl
mailto:s.prabhu@tudelft.nl
https://github.com/jsheemskerk/Attacking-Lightning-s-anonymity

