Why Does Aggressive Resizing Preserve Malware Image

Cristina Mitu

Classification Performance?

Evaluating the Impact of Interpolation and Spatial Detail on Family-Discriminative Signals Biell: Wiy o Taskmalas

Responsible Professor: Tom Viering
Supervisor: Akash Amalan

1 INTRODUCTION 4 RESULTS

Malware binaries can be represented as grayscale byteplot N N N
images and classified using convolutional neural networks E Interpretability of Retained

(CNNs). Although classification accuracy can remain A Same-resolution performance B Cross-resolution transfer fails _
Surprisingly high after aggressive resizing, it is unclear what Classification accuracy across resized byteplot resolutions Cross-resolution transfer after downsampling and upsampling Plxels
information survives once most spatial detail is removed. This 2 I R L0 e N
study investigates whether low-resolution byteplots retain 09 e S
meaningful family-discriminative structure or rely on coarse _— > o Y 0040 0022 0017 0.16
dataset-specific regularities. S o7 % o6 014
E 0.6 ; SSeR 0087 0.040 0.041 0.091 012%
g 0.5 % 0.4 J‘é 010_%
g 0.4 g g r2 0.08%
2 RESEARCH QU ESTIONS 0.3 _';tfrp;'ationt 0.2 006
+ B!Iinefar i# E i 0.04
& 0 BJ E CT I V E 0:21 = Bicubic . , | _ | . _ 1 , ‘ _ 0.0 K
24 160 112 80 e 48 32 24 15 8 2 3 1 224 160 112 80 64 48 32 24 16 8 4 2 1 0.02
Main question- Target resolution Downsampled bottleneck resolution <0 O‘ijltput COIuCan c3
How can malware classifiers remain accurate after All interpolation methods remain above 0.99 mean accuracy A model trained at 224x224 does not reliably classify
aggressive byteplot resizing? through 8x8. At 4x4 and 2x2,fnearest—ne|ghbour performs best; ?Egtrfss'Yely (iloi/.vnsam%leld iand re—uplsri\.apl_ed 'nF:cl_Jts' LIS SHOWS A decision tree trained at 4x4 resolution
| at 1x1 bilinear and bicubic perform better. at low-resolution moaels learn resotution-specirtic cues. reaches 0.832 accuracy. However, only a
Subquestions: . . . \_ J U y subset of retained pixels remain
1. Hov.v do downsampll.n.g and mtIerpolatlon affect accurfe\cy? - N ~ representative  for the  family-signal.
2. Which malware families remain robust at low resolution? D Family robustness differs Backmapping of these pixels shows that
3. Do high-resolution models transfer to resized inputs? C Blur reduces performance Family-level accuracy across folds at the smallest resolutions these often overlap with executable code,
4.What information remains in the final retained pixels? Bilinear CNN accuracy under Gaussian blur Nearest-neighbour Bilinear Bicubic but also data and imports/linkage. This

(mean = standard deviation across folds) Adware] 100 100 096
1.0

1.00 0.99 0.97 1.00 1.00 0.95

1.00 1.00 1.00 1.00 1.00 1.00 1.0

suggests coarse family-level structure and

BenignELF{ 1.00 1.00 0.96
0.999 1.000 1.000 1.000 0.997 0.950

0.0 +0.001 +0.000 +0.000 +0.000 +0.005 £0.042 BenignPE| 100 100 097 100 | 085 | 077 100 095 | oge sampled byte values remain info rmative, but
0.8 Botnet 1.00 1.00 0.94 1.00 1.00 1.00 1.00 1.00 1.00 & H
5 0.722 0.895 0.997 0.997 0.903 0.698 > o8 8 does not prove semantice code
3 D ATAS E T & M E T H O D O L O G Y ° 0.51" +o0.068 £0.030 £0.003 £0.002 £0.037 £0.103 © Gafgyt{ 0987 = 096 = 077 1.001 puoic= BEEES 099 | 091 m : ° d tandi
: 060 HiddenWasp{ 099 099  1.00 100 100  1.00 100 100  1.00 ; os § understan Ing
) . % 10 0.145 0.132 0.350 0.570 0.356 0.189 E > Mirai{ 098 097 | 083 09 095 099 0.89 ' E
The eXpeI‘I ments use 1 0’01 o u npaCked malwa re and benlgn % +0.010 +0.039 +0.047 +0.049 +0.063 ) § E Rancomware | 200 100 o1 1100 Py - . § Binary Mapping for the Most Important 4x4 Tree Pixels o
g s . . i 4 L .3 1.
byteplots from 14 balanced families, including PE and ELF i 5 Roott| 100 100 o033 10 0w | om2 100 0% g o os8
. . . o “ +0.030 +0.003 +0.019 +0.043 +0.010 s W ; ; ' ; ! 7 . %
binaries. ResNet-18 models were trained from scratch at O 0 spywere I I w o [N S 2
1.00 0.88

Trojan 1.00 1.00 0.92 1.00 0.84

°
-
A
o
w
[
o
(=)

resolutions from 224x224 to 1x1 using nearest-neighbour, 4.0 e g o
bilinear, and bicubic interpolation, evaluated with three-fold 254 80 o0 1e 8 " 0.0 Worm{ 100 100  oss 100 083 100 [om 00 :;p_ra_cl 5
cross-validation. Additional analyses test sensitivity to Input resolution rorooe S N o oo [ow N e e 0 gp_rm Lo °“§
Gaussian  blur, cross-resolution transfer, family-level Gaussian blur sharply reduces accuracy, showing that broad Resolution Resolution Resolution i
robustness, and the predictive value and binary origins of texture alone is not sufficient for classification; preserved local Some malware families remain robust at the smallest resolutions, Pt |
pixels retained at ultra-low resolutions. contrast matters. while others degrade rapidly. Low-resolution signal is not equally . = Pr;‘r’sed‘s:cfon orti:i::‘:appmg St:::ay soen S

L )L strong across families. L )

5 CONCLUSION & NEXT STEPS

Aggressive resizing preserves useful malware-family information through coarse layout, sampled byte values, and local contrast. Nearest-neighbour performs best when a few spatial positions remain, while smoothing reduces accuracy and becomes more useful only
at 1x1. Robustness differs across families, and high-resolution models cannot directly reuse their learned representation after aggressive compression. Retained pixels often overlap meaningful binary regions, especially executable code, but this does not
demonstrate semantic code understanding.

Future work should validate these findings on other datasets and compare them with simple baselines such as file size, byte histograms, and entropy.
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