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2. Background1. Contributions

3. Research question

Large volumes of medical data are 
continuously generated by the 
healthcare domain.

Issues, regarding privacy and 
security, can be solved by using a 
permissioned blockchain.

Access control is not a default 
feature of blockchain.

Since a patient’s data should remain 
confidential, an access control 
system is mandatory.

Main question:

How can access control be 
incorporated into a

blockchain-based medical
data sharing system?

Sub-tasks:

1. Evaluate the related works

2. Design a new or improved 
access control system.

3. Evaluate the new access 
control system

o Give a set of metrics that can be 
used to evaluate an access 
control system for medical data 
sharing.

o Show the strong and weak points 
of existing works.

o Give the design of a fine-grained 
and adaptable ACS that can be 
used to integrate AC into a 
blockchain-based medical data 
sharing system.

Metrics [5] and amount of questions

I. Auditing: 3
II. Ease of privilege assignment: 6
III. Policy management: 2
IV. Delegation of administrative 

capabilities: 1
V. Bypass: 2
VI. Least privilege principle support: 1
VII.Safety: 1
VIII.Conflict resolution: 2
IX. Operational/situational awareness: 1
X. Expression properties: 4
XI. Adaptability to the implementation 

and evolution of access control 
techniques: 1

Evaluation:

4. Evaluation of Related Works

5. System Design6. System Evaluation7. Conclusion

Access control can be incorporated 
into a blockchain-based medical 
data sharing system, by utilizing 

smart contracts to define the 
needed transactions that use 
access levels and permission 

queries to restrict the access of 
users
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Features:
- Attribute Based Access Control
- Discretionary Access Control
- Access levels
- Permission queries
- Expiration dates
- Log

Access Levels:
- READ: Read files
- WRITE: Read and update files
- OWNER: All actions, including 

permission actions

World State:

Permission – level, query, expires, expiration date

Access Level – rank

Data – pointer

Permission key can be user + user, user + role or 
user + role + institution.

Figure 1: Access control system

Table 2: Evaluation of new system

Table 1: Evaluation of related works


