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1. Research Question:
Present the state of the art 
lattice-based cryptography and 
perform a comparative analysis of 
the lattice-based encryption 
schemes submitted to NIST 
quantum competition over the 
following points:

● Theoretical and practical security
● Theoretical and practical level of 

cost, efficiency and complexity 
(bandwidth, memory, runtime)

● Computation/distinguishing 
features

● Potential vulnerabilities and 
shortages

● Overall complexity of the 
schemes

2. Method:
      Literature research
       For each scheme:

read the description            
paper

clone, understand and            
run the code

read public reviews

compare it with previous     
ones

draw conclusions and write 
final paper

3. Analyzed Schemes:

4. Results

Data for private key and bandwidth (public key + ciphertext) expressed in bytes.
Data for runtime performance expressed in thousands CPU cycles.
Data for primal and dual attack is gathered through theoretical analysis and is expressed in log

2
 

of CPU operations.

Experimental data gathered by running schemes on an Intel Core 
i7-8750H 2.2 GHz with hyperthreading and turbo boost on. 
Expressed in thousands CPU cycles.

5. Conclusions
Performance:

● (Module/Ring) LWE/R > LWE/R
● (Module/Ring) LWE/R ≃ NTRU

Security:
● theoretically LWE/R > (Module/Ring) LWE/R
● NTRU has no formal proof but has old 

cryptanalytic history  

Complexity:
● (Module/Ring) LWE/R > LWE/R

General:
● Experimental results confirm theoretical claims 

(except for NTRU LPrime). 
● Lattice-based schemes best alternative so far

Future Work:
● Further study of the schemes and performance 

optimizations
● deploy hybrid schemes for sudden quantum 

protection


