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1 million alerts/day -> alert fatigue [1]
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Current Limitations

Completeness [4]

e Use alerts as ground truth
Difficult to validate as no clear
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Cannot monitor attacks real-time, | ¢ Readability: time to perform protocol
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e Compliance with properties of SAGE

05b. Results

thus is used only for forensics
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02. Aim of the research

SAGE:"
3]

&

03. Experimental Workflow

e Try to validate SAGE by
training a PDFA model and
comparing it to the baseline:

o size

Readability .

Define metrics
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Filter analysis candidates
using size and complexity
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05a. Results

Size
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Negligible difference

[nvestigating the impact of PDFA
implementation on alert-driven attack
graphs.

A comparison between the Suffix-based PDFA and PDFA models

16.5% Increase over baseline (i.e. S-PDFA)

=> could possibly use

PDFA implementation without compromising
complexity

Completeness

CPTC-2017 87.33% 82.44%

CPTC-2018 388.01% 76.53%

Cause: length(episode) < 3 => discarded

No discarding

Completeness improved,
e Attack paths CP
e Attack paths C
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PDFA paths are more spread out => easier
ersal of paths => overall increase in readability
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o interpretability
e Explore and give suggestions
for improving the PDFA
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Compare attack graphs
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06. Limitations and Future Work

e Manual analysis => possible human error

Limitations e Intrusion alerts used as ground truth

e Possible SAGE bugs affecting evaluation

e Optimize PDFA to reduce the number of false
positive attack strategies

e Improve alert fusion => better completeness
and less false positive attack paths

Future
Work

07. Conclusion

Attack graphs generated with the PDFA are
more interpretable, slightly bigger, and yet
maintain the same completeness. However, it
still needs work at capturing attack strategies
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PDFA is better at capturing different attack
strategies, but still needs work
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