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How does the use of Machine Learning methods 
support secure and efficient IoT data management?

Internet of Things (IoT) device number is growing to 
30 billion by 2030 [1] 
IoT in critical infrastructure: e.g. healthcare, energy, 
autonomous vehicles, government 
Resource constraints, different protocols, etc. make 
traditional security methods less suitable.  [2] 
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 - Dataset availability and balance 
 - Targeting multiple attack vectors 
 - Computational limitations 
 - Preserving privacy 
Promising further use of ML for IoT 
security and efficiency 
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Metrics for evaluation of IoT and ML: CIA, ML-Score, Scalability, ...
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Table 2: Comparison of studied state-of-the-art methods

High accuracy of ML detection 
methods 
Good scalability of most approaches 
Some work well in Real-Time Systems 
High resource consumption for 
privacy preserving methods 
Imbalanced and homogenous data 
sets used for some papersIoT Attack Vectors 

layers: physical, mac,  
network, transport and application layer 
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active: (D)DoS, proxy, MitM, 
code/data injection,  
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