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4. Vulnerabilities

2. Research Questions
Q: What are some security vulnerabilities in Hyperledger Fabric 
smart contracts, and what are their countermeasures?

● How can the vulnerabilities be exploited?
● What is the impact severity?
● How do the countermeasures affect the impact severity?
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5. Countermeasures

Global variables Rich queries Pseudorandom number 
generators (PRNG)

6. Conclusion
Global variables

● Must be avoided, impact on availability cannot be lowered
Rich queries

● Preferably only used in read-only transactions
● Design pattern can lower but not remove impact on integrity

PRNG
● Attack complexity can be increased by using 

(de-)centralized oracles

● Countermeasures can lower, but not remove, the impact severity
● Global variables can be replaced by safer alternatives, but not rich 

queries and (pseudo-)RNG

● Developers need to assess whether the remaining impact severity is 
acceptable

● Static code analysis tools are effective at detection, but availability 
of tools is lacking

● Hyperledger Fabric: permissioned enterprise blockchain, allows 
smart contracts written in general-purpose languages

● Usage: contract automation, transparency and immutability

● Problem: security vulnerabilities in contracts can be exploited; there 
is little focus on how contract vulnerabilities can be exploited and 
mitigated in current research.
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