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1. Introduction:

Hyperledger fabric: private and permissioned
distributed ledger technology platform that supports
creation of smart contracts.
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Smart contracts: programs or transaction protocols
that automatically execute when pre-set conditions
are met. In default state cannot maintain
confidentiality and are susceptible to attacks.
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Figure 2: Structure of an organisation in the auction

Intel SGX: provides a secure computing base that
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2. Research Question:

" How can an e-auctions smart contract be executed
within Intel SGX trusted execution environment to
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3. Method:

Figure 1: Architecture of the prototype

5. Implementation 6.Prototype

Hyerpledger fabric smart contracts and applications type BlindAuction struct {
Smart contract analysis & vulnerabilities SIS string _Json:"eventType™
. . SellingItem string json:"sellingItem”
RS EEsY Compare different trusted hardwares and research e- seller string “json: "seller™

auction systems Price Lt Json:"price” d B 7. Measurements

Organisations []string json:"organisations’
HiddenBids map[string |JHiddenBid “json:"hiddenBids™"
RevealedBids map[string]RevealedBids ~json:"revealedBid"" Effect of number of users on latency

Use test_network and Write Sample applicat—ion WinningBidder string “json:"winningBidder""
. . . . . Auctionstate string “json:"auctionState™”

Write e-auction contract and application in Go and JS

Explore encryption and chaincode execution in Intel SGX

contract type HiddenBid struct {

Organisation string “json:"organisation™”

Write chaincode for secure transactions and remote D S lerE st
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attestation within Intel SGX !
=it Implement attestation and bid encryption type RevealedBid struct {

. . EventType string “json:"eventType"”
SSUTIAS Test the contract and evaluate security enhancements Price int ~Json: "price™

Organisation string “json:"organisation™”
Bidder string “json:"bidder™”
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Number of users

16
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