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e 25 billion IoT devices projected to grow to 60 billion.®

e Many loT devices have constrained capabilities
preventing the use of complex cryptography schemes.

e Compromised devices can pose a threat to both the
privacy and physical safety of users.

e Lightweight cryptography schemes have been developed
to provide security in these constrained environments.

ASIC: Application Specific Integrated Circuit.

Gate Equivalents (GE): Unit of area equivalent to the size of
the smallest NAND gate in the implementation architecture.
Equivalent Keys: Keys that yield identical encryptions.

o All key have 3 equivalent keys, making TEA unfit for use in hashing.®
e Reported vulnerable to related-key attacks.®

PRESENT:
e Several attacks reported.’® "

XTEA:
e Attacks only reported on reduced versions.'? 1314
e Area too large for use in constrained devices.'®

Simon:
e Attacks only reported on reduced version. "% "7

Table 1. Summarized comparison of best performing implementations.

By doing a literary study:

o Find how TEA, XTEA, PRESENT & Simon compare.
o What vulnerabilities do the schemes have?
o How do ASIC implementations perform?

o Find which schemes are better suited for use in
constrained devices.

Sch Area (GE) '(I:;;:)ghput Power (HW) :E:j/rgi{)per 2
XTEA® 3490 200 61 305
PRESENT-80° 1570 200 b5 10
Simon64/1287 944 4,2 0,762 181,44
Simon64/1287 1403 1333 1,239 9,295

e TEA and PRESENT are possibly unsuitable due to their vulnerabilities.

e XTEA is unsuitable due its required implementation area.

e Simon provides flexible & acceptable performance while no problematic
vulnerabilities are known.
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