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v & proJ Vulnerability Information Conclusions
| want to reuse code
* New vulnerabilities are discovered every day from previous projects. Is Bumps epsiehttpdientfrom 454 nd 453 10455
thls Safe? Listed oorg.apach i contains methods which are called from this project. This ° NOt enouEh deVEIopers respondEd to the pu” rEqueSts to be
. Keeping up to date with these vulnerabilities vuslr;erabilityappearsitu affect httpclient package versions lower than 4.5.3 (excluding). The vulnerability has been fixed in version able to drawn any hard conclusions
4.5.3, as can be seen from the package release notes.
manually is nigh impossible Yes you can add this
code to your project as Property Value * However data obtained is in line with the literature in terms of
¢  Automated software (e.g. Dependabot) do this dependencies and use a Linked CVE HTTPCLIENT-1803 developers being unaware of vulnerabilities in their projects.
automatlca" dependency updater Ilke Number of affected methods 2
Y LEpsrci i make_ Severity MAJOR e The developers that did reply however did suggest that this
sure your dependencies ] X . . . o
* However these bots only analyse at package-level have no vulnerabilities Current version 451and452 extra fine-grained information helped with convincing them
which results in lots of false positives Updated version 453 that the vulnerability did indeed affect their project
Backwards Compatibility True
1 t t . . ) .
aneoxe?ﬁgﬁ?g;bo ck *  However the extra information doesn’t seem to make dealing
dependencies are Vulnerable method calls with the vulnerability easier
vulnerable. Is my code
really this unsecure? Methods in this repository Used package methods Origin vulnerable method . Nevertheless 2 of the developers did indicate they would like
e o Ll WL to receive more security pull requests with extra fine-grained
No most of these alerts Map<String, String> headers) request) path) information
X X are false positives_ com.simplifyOM.HttpUtility/ApiUtil.get(String org.apache http.client.util/
. The FASTEN project has a I|brary to generate calls Lr\:zleaST::;T\;\af;r)\n:;:::y?aram org.apache http.client.utils/URIBuilder.build() s:‘\:)u1Ider.normallzePath(Smng . Further data collecting is therefore required to be able to
graphs at the method level How can | get rid of ‘ , certify these results and answer the research question.
. . . . these false positives? . . Lo .
*  Permits us to trace the calls in projects and see if the p Figure 1: Extra method level information in security pull request
actual vulnerable methods are called
Question Yes | No
«  FASTEN Metadata Database contains large [ was aware of the vulnerability affecting my 0
collection of projects, vulnerable dependencies with Methods of Research Table 1 shows the interactions from developers project before being informpd by the Pull Re-
the vulnerable methods. with the pull requests containing the method quest.
. . . e level information I was convinced by the provided method call | 2
¢ Identify vulnerable projects using the FASTEN project library and Database data that the vulnerability indeed affects my
Table 2 shows the responses to the survey in the project.
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The provided method call information has | 1 2
. . . . * Notify these projects with issues and pull requests containing this fine grained Activity Active Tnactive made My process Of, deahng with the vulner-
Recent studies have shown fine-grained analysis to information and a survey to understand their experiences with the # Pull Requests 75 i) able dep?ndency casier _
be more accurate information # Merges 3 0 I have given priority to the task of fixing the | 2
. But there hast b | it the bemefit # Interactions 7 0 vulnerability over other project tasks that are
f” g ere dasn een real research Into the benetits +  Record the responses and analyse it to compare to understand whether this # Ticked Box 1 0 yet to be completed.
or dependency management information helps. Average Time to Respond | 10 days NA I would like to receive this kind of method | 2
y I fi ined inf . # Responses within 1 day 4 0 information in future vulnerable dependency
r:;s:ﬁ;’nep?:kc:gtg I;le;gi;?g;alt?ozrmatlon *  Use available literature to put into context whether this information really # Responses after 3+ weeks 3 0 Pull Request descriptions.
A helps to convince developers to update their dependencies.
o . .
(Dependabot)? Table I: Obtained responses from PRs Table 2: Obtained responses from Survey
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