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Security analysts have to manually analyse thousands or even miillions of intrusion alerts daily. Attack graphs (AGs) can Responsible professor: Sicco Verwernr
help visualise attacker paths. However, knowledge about existing vulnerabilities and network topology is required. [1]
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Figure I: SAGE workflow [l].
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other sinks and the core of the S-PDFA.
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Figure 4: Experimental workflow. Figure 6: AG Data Deliverylhttp on 10.0.0.71 affer merging sinks with

other sinks and the core of the S-PDFA: an example of a loss of context
« Collegiate Penetration Testing Competition dataset (2017 and 2018) (see Figure 7 for the merge in the S-PDFA).

» Original SAGE vs modified SACE « Smaller attack graphs cannot compensate the worsened interpretability

e Merging sinks with the core and other sinks does not seem promising
« A new tool to investigate S-PDFA merges: get-merges.sh
« Other modelling assumptions regarding merging sinks could be tested

5. Conclusion
Chosen metrics
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