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9 Background

Dependency maintenance tools (i.e. Dependabot) help
keep projects vulnerability-free.

Dependabot opens Pull Requests (PRs) to update
vulnerable dependencies in a project.

These tools perform package-level analyses to detect
vulnerabilities in projects.

Package-level analysis is prone to giving false positive
(FP) vulnerability results.

Method-level analysis is a candidate option for reducing
FPs, making use of call graphs (CGs).

FASTEN Project provides a library to generate CGs
between a project and its dependencies.

FASTEN Database, which contains both package and
method-level vulnerability data on a vast amount of
projects can be used.

Method-level analysis produces a set of CG path traces
from the project methods to the vulnerable dependency

methods. This is known as method-level data
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@ Research Question

* Does the fine-grained information in the GitHub Pull
Request descriptions help developers to prioritize the task?
* Does extra CG information make it easier for developers to

deal with vulnerable dependencies?

9 Methodology

1. Select the project set on which to perform the study.

2. Retrieve a vulnerable package set to look for as
dependencies in the selected projects.

3. Implement a vulnerability analyzer to perform package and
method-level analyses on selected projects.

4. Analyse the selected repositories for vulnerabilities on the
package-level.

5. Analyse the positive package-level repositories for
vulnerabilities on the method-level.

6. Open PRs on GitHub for projects which are vulnerable on the
method-level.

7. Collect and process data on developers' reactions through

survey.

Q Method-level Data Collection

* 7.638 projects collected, 6.717 hosted on GitHub.
* 211 packages linked to 393 vulnerabilities retrieved.
* 564 projects package-level vulnerable.

* 24 projects method-level vulnerable.

¢ 25 vulnerabilities found.
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6 Results
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Project Status Stars | Forks | Contributors | Uses Dependabot Affected by
it Merged 49 38 15 No CVE-2019-14379
#2 Open & reacted 34 49 108 Yes HTTPCLIENT-1803
#3 Merged 11 19 9 No CVE-2019-14379
ft4 Merged 144 57 24 Yes HTTPCLIENT-1803
Project | No. dependency PRs Reco rdefln 'r_;‘;ﬁ;:‘:ne Median Ratio merged dependency PRs
il 7 1d 30.8d 6.5d 100%
2 10 - 7.8d 2d S0%
3 2 1d Id Id S50%
4 11 22d 15.1d 1d 54.5%

| was aware of the vulnerability affecting my
project before being informed by the Pull
Request.

=Yes

=No

The provided method call information has
made my process of dealing with the
vulnerable dependency easier (when

comparing with past experience).

mStrongly agree  ® Neutral

Conclusions

| was convinced by the provided method

call data that the vulnerability indeed

| have given priority to the task of fixing
the vulnerability over other project tasks

affects my project.

uStrongly agree  mAgree

that are yet to be completed.

uYes mNo

I plan on merging the PR in the near

future.

=Yes mNo

| would like the idea to receive this kind
of method information in future

vulnerable dependency Pull Request

* Method-call data makes developers prioritize the task of fixing vulnerabilities.

* Developers indicate that their security fix process is to an extent facilitated by the

provided data.

* Not enough data collected to confidently support observations.

* More data expected as target projects part of 0SS

descriptions.
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