
4. Conclusion
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5. Limitations
Passive scanning limited the total 
number of collected servers
Amplification factor of DNS servers 
is domain dependant
No verification of identied loops 
between servers
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3. Results Memcached
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1. Introduction

2. Methodology
Followed the steps typically pefrormed by 
attackers in Amplification DoS attacks [1]:

Protocols and parameters attackers exploit [2]
• DNS [3], NTP, Memcached, Loopy Attack [4]
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Identified potential amplifiers in France
• Censys and IPinfo
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Background
• Amplification DoS attacks aim to overwhelm 

target’s resources making them unavailable
Gap in knowledge
• Lack of automated tools that identify vulnerable 

components within specific network 
infrastructures that could be exploited into 
aiding amplification attacks

Research goal
• Define parameters that affect the success and 

magnitude of amplification by estimating the 
amplification factor produced by vulnerable 
servers

- Server fingerprinting
- Testing hypothesis with tailormade experiments
- Compare results with peers
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Figure 1: BAF for DNS servers queried with ANY and TXT 
parameters

Figure 2: Median BAF per version and buffer size pairs for 
Authoritative and Recursive DNS servers

Figure 3: BAF from NTP requests with monlist command Figure 4: BAF from get key requests on Memcached servers

Figure 5: Theoritical BAF for different key value sizes 
when requesting get key for a Memcached server

NTP
Version (prior to 4.2.7)
Number of last clients 
contacted the server

Loopy
• 130 potentially vulverable 

servers
• Majority of loops caused by 

NTP responses


